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The challenge of managing Shadow Al, and the importance of building governance frameworks that align technology innovation with long-term
societal and business priorities
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As Europe accelerates its push toward Al governance and digital sovereignty, organisations are facing mounting pressure to balance innovation with compliance,
cybersecurity, and data privacy. From the evolving requirements of the EU Al Act and GDPR to the operational challenges posed by NIS2 and DORA, enterprises are

increasingly seeking Al solutions that are transparent, auditable, and locally governed.

Against this backdrop, HaystackID is expanding its footprint across Europe to help organisations navigate complex cross-border regulatory environments while deploying Al

responsibly at scale. In this interview with Al Spectrum, Jeff Shapiro, Managing Director of Europe for HaystackID, discusses the growing demand for “Sovereign Al,” the rise
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of Al-driven cybersecurity and compliance risks, and how the company is leveraging its proprietary GenAl capabilities to support defensible workflows in highly regulated
sectors. The conversation also explores the future of responsible Al in Europe, the challenge of managing Shadow Al, and the importance of building governance frameworks

that align technology innovation with long-term societal and business priorities.
What market trends or legal shifts are driving HaystackID’s expansion across Europe?

| started my career in legal practice in Virginia before moving to London to lead teams within a Magic Circle law firm and a Big Four consultancy. | have spent my career
navigating the very real cultural and legal friction between US and European data mentalities. While | am not a practising lawyer here at HaystackID, my background helps me

understand that when a General Counsel faces a cross-border regulatory investigation, they need local, on-the-ground support that understands transatlantic tensions.

We have long served our European clients with a local, on-the-ground team supported by an international operational model. A significant driver of our local expansion is the
increasing demand from our clients and the market for 'Sovereign Al'—the necessity to deploy artificial intelligence within strict, localised boundaries to maintain control over
proprietary information within the strict regulatory frameworks across Europe. Additionally, we are seeing the disruption Al brings to the workplace, which, coupled with
recent workforce restructurings, has led to a significant increase in Data Subject Access Requests (DSARs). This places a substantial burden on corporations to respond

within strict GDPR timelines.

We are also responding to the need across Europe to track and prepare for critical regulatory milestones such as with the upcoming EU Al Act (various timelines from
December 2026 to August 2028) and how this integrates into existing regulatory frameworks as well as the EU e-Evidence Regulation (applicable from August 2026) which

will require companies in a criminal law context to respond to cross-border data production orders in as little as eight hours, demanding a very high degree of data readiness.
What are the biggest legal or regulatory risks addressed by HaystackID’s technology and services?

The risks vary depending on the executive sitting across the table. For a General Counsel overseeing litigation or regulatory investigations, one of the most pressing risks is
maintaining defensibility when deploying artificial intelligence such as Generative Al, keeping costs proportionate with outside counsel, consultancies, and technology

providers, and ensuring compliance with cross-border data transfer laws.

Conversely, for CISOs and CTOs, the threat landscape is expanding. Threat actors are now actively using GenAl to execute increasingly convincing phishing campaigns. We
are even seeing threat actors weaponising DSARs to maliciously map an organisation’s sensitive data footprint prior to launching an attack. This risk is compounded by the
rise of bring your own device (BYOD) and ‘Shadow Al'—unsanctioned GenAl tools used by employees—which creates an ungoverned data footprint outside corporate

control.

Corporations are also frequently exposed through third-party technology supply chains. This is one of the reasons why we own our GenAl engine. We have direct
architectural control and strict data localisation which enables us to know who has access to the environment and keep the data ring-fenced within the required jurisdiction.

This helps mitigate the risk of data leakage and reduces the vulnerabilities inherent in relying on external software and APIs.
How is HaystackID ensuring its Al-powered workflows remain compliant, auditable, and defensible under frameworks like GDPR, the EU Al Act, NIS2, and DORA?

To support compliance, it is important to balance competing legal frameworks. GDPR grants individuals the "right to be forgotten", whereas NIS2 and DORA require detailed,
long-term forensic logs to demonstrate operational resilience. Our technology can help resolve this tension through pseudonymisation and redaction so clients can retain

structural forensic records while honouring privacy mandates.

However, technology is only one part of the equation. Outside of the office, | am a passionate amateur garden designer. In garden design, you cannot just drop plants into a
space without understanding their relationship to each other, the soil, climate, and the long-term ecosystem. Deploying Al across an enterprise is remarkably similar. You
cannot just deploy an algorithm into a corporate workflow; you have to cultivate the surrounding processes, governance frameworks, and human oversight so the technology

can actually take root and thrive sustainably.

This is why we have established strict international compliance frameworks at our company level. This structural setup helps ensure our people understand the regulatory
environment and know what they can and cannot do. Frameworks like the EU Al Act introduce rigorous transparency requirements, and although obligations for certain high-

risk Al systems have been delayed until December 2027, preparation is required now. Defensibility requires both safe tools and highly trained professionals guiding them.
How does the acquisition of eDiscovery Al help HaystackID operationalise/apply Al at scale in highly regulated environments?

Our acquisition of eDiscovery Al isn't just about reviewing legal documents and data for traditional litigation and regulatory investigations. We are using eDiscovery Al to help
fill client needs across a much broader spectrum of data challenges. This includes cyber breach responses, M&A due diligence, information governance, data identification

for retention and minimisation, and complex data privacy workflows.

Owning the GenAl engine provides distinct structural advantages for all of these use cases. It supports strict data localisation, allowing us to deploy the model directly within
the jurisdiction our clients require. It also gives us direct control over the core infrastructure. For compliance teams, this provides a highly practical benefit: it significantly

shrinks the client's sub-processor list, reducing the friction of auditing the vendors your vendors use.

However, deploying Al at scale is never just a technology exercise; it requires a deep operational partnership. Having a highly advanced GenAl engine means little if you do
not have an experienced development team along with legal technologists and project managers who can communicate the mechanics of the workflow clearly and build
bespoke, defensible procedures. We focus heavily on this human layer, ensuring our people can translate complex Al processes into practical, transparent, and collaborative

strategies for our clients.

What do you see as the primary challenges or opportunities for deploying responsible Al systems in Europe over the next few years, especially in the

legal/regulatory technology space?
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The primary challenge is the tension between the velocity of Al development and the measured pace of European regulation. Managing “Shadow Al” is an ongoing challenge
for enterprise security. Furthermore, responsible Al in Europe requires consideration of ESG factors. The significant computing power required for large language models

(LLMs) carries a heavy carbon footprint, meaning sustainable, ‘green’ computing must be a core component of corporate responsibility here.

When we talk about the future of responsible Al in Europe, it is easy to get lost in the compliance jargon. At its core, it is about aligning Al with humanity and where we want to
go as a society to help ensure that the benefits of the technology outweigh its risks. When | look at the children growing up today and reflect on my own childhood, | think
deeply about the digital landscape their generation will inherit. Responsible Al is not just about avoiding regulatory fines; it is about building a digital ecosystem where privacy,

human oversight, and transparent data practices are the default.

Pragmatically, having a clear, compliant data framework is becoming a fundamental baseline for market entry. It supports business continuity, helps protect intellectual

property, and contributes to the operational stability required to navigate a regulatory audit or a cyber incident while maintaining the company's core operations.
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