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Data Privacy Laws and Blocking Statutes 
Insight into Data Privacy Laws and Blocking Statute Resolutions
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From Privacy Laws
to Blocking Statutes

Data privacy has become a critical issue in the digital era, 

with laws and regulations constantly evolving. As a result, it’s 

important for cybersecurity, information governance, and legal 

discovery professionals to stay informed about these changes. 

This expert article will explore how data privacy laws and 

of international investigations and litigation, and provide 

practical strategies for legal counsel to navigate these complex 

issues. With the steady advance of data privacy laws around 

the world, understanding the impact on international cases is 

crucial for companies and their legal teams.
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The Worldwide Advance of Data Privacy Laws

It’s not an exaggeration to say data privacy has become one of the biggest and most 

controversial issues in the digital era, and the laws enacted—which are constantly in 

is generally regarded as trailing Europe and other parts of the world when it comes to 

privacy and data protection regulation, corporations and their counsel need keep up with 

the developing corpus of data privacy laws worldwide. The steady advance of these laws 

all around the world has a material impact on how counsel handles litigation or regulatory 

strategies for counsel when dealing with international investigations and litigation.

Data Privacy Laws 

Data privacy laws prohibit misuse or disclosure of private individuals’ data. At least 89 

countries have enacted data privacy laws, and more countries are expected to enact their 

own data privacy laws in coming years.

that leading role is instructive. Europe has a fraught history with use of personal information, 

and in particular the use of information about race, religion, and personal and real property 

ownership. After World War II, that general mistrust for large data aggregations continued, 

member states, including laws protecting individuals’ rights to their personal information. To 

every member state to adapt the Directive’s privacy framework to their national regulations.

1 in January 2012 the European Commission proposed data 

states, protect personal data “[i]n today’s new, challenging digital environment,” 2  and “make 
3

put into place the steps necessary to comply with new obligations under the broad and  
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A Safe Harbor and a Privacy Shield

extension of European territory so far as data protection is concerned. One innovative 

that had put the protections in place to allow for safe and compliant transfers of 

 

that safe harbor.
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8 Almost 

immediately after the court issued the Schrems decision, the European Commission and 

agreement 9 10 and the Commission 
11

robust compliance with Privacy Shield principles, including limiting the collection of personal 

information, adhering to tightened conditions for onward data transfers, and ensuring 

12 the 

13

compliant manner.  On December 13, 2022, the European Commission moved toward 

to address the concerns raised by the Court in its July 2020 Schrems II decision. 15 The draft 

Binding Corporate Rules

borders will need another mechanism to do so. In some circumstances, binding 

a company or family of companies.  The rules must “include all essential principles 

and enforceable rights to ensure appropriate safeguards for transfers or categories 

of transfers of personal data.” 
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obligations.” 18 That is because the process of implementing BCRs can be complex and 

can take years to complete. Companies must submit binding corporate rules for approval 

from the data protection authority or authorities in the member states in which the 

company does business. The data protection authorities communicate their review of 

BCRs have been approved by the EDPB will the relevant member state data protection 

authorities approve the BCRs so that the company can use them as a mechanism for 

Standard Contractual Clauses

With the demise of the Privacy Shield and the unwieldiness of BCRs, standard contractual 

are standard contractual terms and conditions that both the data exporter and the data 

common, however, for the SCCs to be incorporated into a Data Processing Agreement 

or other contract, which can add additional data protection safeguards so long as those 

additional safeguards do not contravene the SCCs or diminish the data protection rights 

of the individuals the SCCs were designed to protect.

in June 2021 the European Commission issued updated SCCs which replaced the old 

SCCs that were adopted under the Data Protection Directive, with the goal of ensuring—
19 The new 

from the European Court of Justice. In Schrems II, the court stated that, even where the 

transfer mechanism is SCCs and the parties to the transfer have contractually obligated 

themselves to abide by data protection principles, it still falls to those parties “to verify, 
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pursuant to standard data protection clauses, by providing, where necessary, additional 
  20 There is no “standard” TIA issued by the 

and any mitigations to those risks associated with the proposed transfer.

As of this writing, in most cases SCCs provide the most convenient mechanism for data 

that do not, and with the TIA can help ensure that personal data is protected to a level 

stringent data protection regulations for topics such as the age of consent, data protection 

purposes of discovery.

Blocking Statutes

restrictions are not the only hurdle. Another way that individual countries have adapted 

data protection laws to their own needs is through implementation of blocking statutes, 

In the data protection context, blocking statutes vary in their scope and enforcement, 

21 While data privacy laws aim to protect individuals’ 

data privacy, blocking statutes are intended to protect the sovereignty of the state and its 
22

23
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statute presents a very real challenge for transferring potentially relevant data to the 

Aérospatiale Case Leads to Balancing Test for U.S. Courts

Blocking statutes do not always excuse foreign nationals from having to comply with a 

statutes, and laid out a balancing test for courts to use in determining whether to order 
25

and foreign litigants. Nonetheless, with respect to the blocking statute the Court found 

statute.”  In determining how to strike the correct balance between competing laws, the 

court looked to the comity analysis as outlined in the Restatement of Foreign Relations 

Law. That analysis includes several factors:

• 

• 

• 

• 

where the information is located. 
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In the decades since Aérospatiale, courts have often applied the factors outlined there, 

statutes have not been regularly enforced, but in at least one case the defendant was 

ordered to produce documents which resulted in a French lawyer being convicted and 
28

Practical Strategies for Counsel

Confronting data privacy laws and blocking statutes during discovery can be daunting to 

both newcomers and seasoned practitioners. Below are some strategies for counsel to 

follow when confronted with data privacy laws and blocking statutes.

to data protection and identify where data transfers issue may lie and what steps to take 

to address them. 29

strategy to engage local counsel to navigate the privacy landscape. 30

31

counsel, but instructive to outside counsel as well. Its pointers include the following:

• Balancing the need for urgency in preserving information with the need to proceed 

deliberately in countries with comprehensive data protection laws.

• 

counsel where possible.

• Setting up transparency “checkpoints,” beginning with preservation and continuing through 

the life of the matter, to avoid revocation of consent.

• 

in advance of any discovery deadlines.

• 

discovery and data protection laws.

• 

data is necessary, safeguards can be established to demonstrate due respect for both 

discovery and data protection laws. 32
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Consider seeking support of the foreign embassy or consulate and look for alternative 

consulate or embassy to support the position that there is a “national interest” in keeping 

Evidence Convention. 33

a slight variation to the best evidence rule, before making an international discovery 

and privacy laws and blocking statutes?

Be aware of the impact of and developments following the Schrems decisions. The 

Schrems decisions changed the analysis counsel must undertake when considering 

Privacy Shield won’t protect you. SCCs typically present the safest and most streamlined 

35 and conduct the appropriate 

data transfer impact assessment prior to each transfer. Counsel attempting to transfer 

decisions, and keep abreast of developments, challenges and decisions related the 

Conclusion

approach. The timing and content implications of privacy laws and blocking statutes can 
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Learn More. Today. 

Contact us today 

Compliance Practice may be able to you in navigating the challenges and opportunities of 

privacy law compliance.
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