ReviewRight Virtual®

Secure Remote Review 3.0 Security Enhancements
from HaystackID®




Security with Remote Review

HaystackID offers a range of specialized document review
services, collectively called ReviewRight®, to meet the eDiscovery
needs of law firms and legal departments for complex, data-
intensive reviews. The services offered include secure remote
review, reviewer qualification and sourcing, data breach
discovery and review, foreign language review, managed review,
review hosting, and technology-enhanced review.

ReviewRight Virtual offers the core of HaystackID’s remote
review capability, enabled by secure remote review security
enhancements. These security enhancements provide a layered
approach to review security, consisting of a review terminal
security layer, a review platform security layer, a review session
security layer, and a review support security layer. These
features are available to ensure the appropriate level of security
for specific policy, privacy, and project needs.
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ReviewRight®

ReviewRight is a specialized set of document review services from HaystacklD designed to
help law firms and legal departments quickly and accurately learn from their data to make
the right decisions for positive and quality investigation and litigation outcomes. These
specialized services address essential eDiscovery needs for complex, data-intensive reviews.

* ReviewRight Staff™ (Global Document Review Marketplace)

* ReviewRight Virtual® (Secure Remote Review)

* ReviewRight Match AI™ (Reviewer Ranking and Selection)

* ReviewRight Protect™ (Data Breach Discovery, PIl, PHI, and Disclosure Review Services)
* ReviewRight Translate® (Foreign Language Review)

* ReviewRight Manage® (Managed Review)

* ReviewRight Host® (Review Hosting)

* ReviewRight Automate® (Technology-Enhanced Review)

* ReviewRight Secure Code Review (Virtual Source Code Review)

* ReviewRight Off-Shore Review (Off-Shore Review and Security)

Powerful enough to be used individually and unmatched in capability when integrated,
HaystacklD's ReviewRight services are the first choice and best choice for document
review services by the world's top corporations and leading law firms.



Secure Remote Review 3.0 Security Enhancements

Within this offering portfolio, the core of HaystackID's remote review capability is enabled
by the ReviewRight Virtual offering and its secure remote review security enhancements.
These security enhancements, many available in basic form since the inception of our
remote review services, represent the most advanced review-centric features in the data
and legal review market and are the practical representation of HaystackID’s experience
with over 3,500 remote review matters during the last eleven years. Leveraging the latest in
third-generation secure remote review security enhancements (Secure Remote Review 3.0),
HaystacklD's remote review security capability ensures you can connect, communicate, and
comply with the most stringent of legal and regulatory security and privacy requirements.

Four Layers of Remote Review Security

HaystackID's Secure Remote Review 3.0 enhancements provide a layered approach to
review security, ensuring you have access to the most appropriate set of features for your
remote review requirements. These security layers include:

* Review Terminal Security Layer: Connectivity and Collaboration-Centric Features
* Review Platform Security Layer: Review Platform-Centric Features

* Review Session Security Layer: Advanced Review Session-Centric Features

* Review Support Security Layer: Review and Review Team Support Features

Developed, designed, and integrated into HaystackID’s ReviewRight Virtual offering to
allow for the selection and use of any and all of the four security layers to ensure the
appropriate level of security for your specific policy, privacy, and project needs.
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Review Terminal Security Features

Feature ReviewRight Virtual

Data Isolation from Personal Computer (Local Files / USB) X

Project-Specific Email Accounts

Email Send / Receive / Attachment Restrictions

Project-Specific Collaboration Area (Files / Chat)

Copy / Print / Download / Clipboard Restrictions

Screenshot Egress Prevention

Multi-Factor Authentication

URL Whitelist Internet Filter

Working Hours Restrictions

Antivirus Enabled and Updated Daily

Application Installation Restrictions

SSL Encrypted Connection Requirement

Data Encryption at Rest

OS / Application Patches and Security Updates

IP / Region Restrictions

X | X | X | X | X | X| X| X| X| X| X | X | X| X | X

Screen Watermark

Review Platform Security Features

Feature ReviewRight Virtual

User Activity Audits and Logging X

IP Restrictions Prevent Access Outside Review Terminal X

Multi-Factor Authentication X
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Review Support Security

Feature ReviewRight Virtual

3rd Party Security Audits X

Helpdesk Support Team

X
User Access Logging X
X

User Access Reporting

Review Session Security Layer

Feature ReviewRight Virtual

PC / Mac Compatible X



Learn More. Today.

Contact us today to learn more about HaystackID's industry-leading ReviewRight Virtual offering
enhanced with our four layer, third-generation secure remote review enhancements.

About HaystackID®

HaystackID is a specialized eDiscovery services firm that supports law firms and corporate legal departments and has
increased its offerings and expanded with five acquisitions since 2018. Its core offerings now include Global Advisory,
Discovery Intelligence, HaystackID Core®, and artificial intelligence-enhanced Global Managed Review services powered
by ReviewRight®. The company has achieved ISO 27001 compliance and completed a SOC 2 Type 2 audit for all five trust
principles for the third year in a row. Repeatedly recognized as a trusted service provider by prestigious publishers such

as Chambers, Gartner, IDC, and The National Law Journal, HaystackiD implements innovative cyber discovery services,
enterprise solutions, and legal discovery offerings to leading companies across North America and Europe, all while
providing best-in-class customer service and prioritizing security, privacy, and integrity. For more information about its

suite of services, including programs and solutions for unique legal enterprise needs, please visit HaystacklD.com.
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https://haystackid.com/contact-us/
https://haystackid.com/

