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Objective

This paper prepared by information governance and
eDiscovery expert Matthew Miller of HaystackID
presents a framework and solutions for deploying or
enhancing information governance programs. These
programs, when adequately implemented, should
ensure cyber-incident preparedness and demonstrate,
at a minimum, reasonable security measures for
sensitive and critical information assets.

Introduction: Balancing
Data Value and Risk

Organizations today, both private and public, should

be excited about what is happening with their data

and their networks, as advancements in technology

KDYH 4QDOO\ FDXJKW XS ZLWK WKH UHTXL
WR KDQGOH DQG PDQDJH YLD FRQWUROV
any volume of data, regardless of magnitude, in any
UHSRVLWRU\ LQ DQ\ JHRJUDSK\ EHKLQG
the cloud or in a hybrid environment. Organizations

can get more value from information assets now due

to technology and data mining. However, the rewards

of data value must be considered with the risk of a

network compromise and the related data privacy and

cybersecurity obligations imposed by legal, regulatory,

and business retention requirements.
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Data privacy, legal, IT security, compliance, and records management teams must work

together to minimize data breach exposure by classifying and managing unstructured

data with real-time reporting and continuous monitoring to manage both legacy and new

RU PRGL4HG GDWD RQ DQ RQJRLQJ EDVLV ZLWK WLJKWHU EXG.
working together is crucial given the challenge of global network visibility and growing

shortages of internal resources for securing and protecting critical and sensitive

information assets.

HaystacklD’s IG Integration Hub Approach to Satisfy
NIST. SP.800-53r5, 3.13 Program Management, PM-23 Control

INFORMATION
GOVERNANCE
& DATA
[ ] MANAGEMENT ®

Integration Hub / COE /
Steering Committee

IT Security, DLP, EIAM,
(QFU\SWLRQ 'H LGHQWL4FDWL

Legal Hold, Case Management,
Contract Management,

eDiscovery Forensics
CDO/DPO
Data Privacy, PII/PHI/PCI Records Management, Labeling
Processing and Remediation, DQG &ODVVL4FDWLRQ 2SHUDWLRQDO
DSAR/CSAR Records Schedules

Regulatory Compliance, HIPAA,
OFAC, PCI-DSS, GLBA, GDPR,
NYDFES, CCPA, etc.
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Reducing exposure to cybersecurity-related privacy events makes the myriad intertwined
data challenges a primary focus for organizations as we head toward 2022, continuing to
combat a global pandemic that has altered the way organizations, employees, and consumers
interact with data. Enabling a coordinated and proactive approach toward complying
with courts, regulators, and auditors, in addition to the ever-changing landscape of data
privacy laws, is no longer a “nice-to-have” but rather a “must-have.” This paper aims to
present a framework and solutions for deploying or enhancing an information governance
program, which, when adequately implemented, will ensure cyber-incident preparedness
and demonstrate, at a minimum, reasonable security measures for sensitive and critical
information assets.

NIST Privacy Framework: A Tool For Improving Privacy Through
Enterprise Risk Management, Version 1.0 (Jan. 16, 2020)

Figure 2: Cybersecurity and Privacy Risk Relationship
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Anywhere and Anytime: All
Networks Are Vulnerable

The commonality of data breaches, business email compromise, and ransomware attacks
since the beginning of 2020 has dramatically increased. Data points supporting this
increasing commonality include:

» The FBI recently reported that the number of complaints about cyberattacks to
The FBI Internet Crime Complaint Center (IC3) is up from 10 to as many as
4,000 a day. A 400% increase post-coronavirus. (MonsterCloud)

» Phishing or social engineering attacks have jumped to 20,000 to 30,000 a day
in the U.S. alone. (Microsoft)

» Ransomware attacks are up 800% during the pandemic. (Entrepreneur.com)

 In December 2020, multiple U.S. agencies were successfully targeted, including
the departments of State, Treasury, Commerce, Energy, and Homeland Security,
as well as the National Institutes of Health.

* In October 2019, hackers attached malware to a software update from Austin,
Texas-based company SolarWinds, whose tools monitor computer networks,
and approximately 18,000 of their 300,000 clients received the update. More
than 100 major private organizations were impacted.

» FireEye, a leading incident response and data breach remediation company,
LGHQWL4HG D FRPSURPLVH DV D VXSSO\ FKDLQ DWWDFN ZKHL
access to networks via malware inserted into previously unknown software
vulnerabilities. Unfortunately, FireEye was also compromised by the attack.

 In December 2020, a data security incident involving Accellion, a third-party provider
RI KRVWHG 40H WUDQVIHU VHUYLFHV DeHFWHG QXPHURXV RUJ
and state governments, the impacts of which are currently under investigation.

These data points are just a sample of the extent to which cyber incidents have impacted
businesses, governments, and the global economy.

According to the IBM-sponsored 2021 Ponemon Institute Cost of a Data Breach Report,
which analyzed data breaches that took place between May 2020 and March 2021 (COVID-19
outbreak was declared in March 2020), the average total cost of a data breach increased

by nearly 10% year over year. This was the largest single-year cost increase in the last
seven years. The report goes on to list some extremely pertinent data breach facts based

on countries and industry sectors. These facts demonstrate the dramatic increase in
advanced persistent threats (APTSs) that organizations are now facing on a daily basis.
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Cost of a Data Breach by Country/Region
7KH WRS 4YH FRXQWULHY DQG UHJLRQV ZLWK WKH KLJKHVW D
both 2020 and 2021 were:

u.S. MIDDLE EAST CANADA GERMANY JAPAN

Cost of a Data Breach by Industry Sector
Healthcare was the top industry with the highest average total cost for the 11th year in a
URZ 7KH WRS 4YH LQGXVWULHY ZLWK WKH KLJKHVW DYHUDJH

HEALTHCARE FINANCIAL PHARMACEUTICALS TECHNOLOGY ENERGY

The average total cost for healthcare data breach increased from $7.13 million in 2020
to $9.23 million in 2021, a 29.5% increase. Energy dropped from the second most costly

LQGXVWU\ WR 4IWK SODFH GHFUHDVLQJ LQ FRVW IURP PLOO
a 27.2% decrease. Other industries that saw large cost increases included services (7.8%),
FRPPXQLFDWLRQV FRQVXPHU UHWDLO PHGLD

and public sector (78.7%).

Data Breach Cost Categories

In 2021, lost business continued to represent the largest share of data breach costs for
the seventh year in a row. Of the four cost categories, at an average total cost of $1.59
million, lost business accounted for 38% of the average total cost of a data breach. Lost
business costs include business disruption and revenue losses from system downtime,
cost of lost customers and acquiring new customers, reputation losses, and diminished
goodwill. The second most costly was detection and escalation costs, which had an
average total cost of $1.24 million, or 29% of the total cost. The other cost categories
DUH QRWL4FDWLRQ DQG GDWD EUHDFK UHVSRQVH
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Working Toward the Zero Trust Architecture

One primary, privacy-based information governance strategy to combat the exponential
increase in malicious activity by both nation-state bad actors and criminal enterprises is the
implementation of a Zero Trust Architecture (ZTA) approach to cybersecurity. The goal of
ZTA is to prevent unauthorized access to data and services coupled with making the access
control enforcement as granular as possible. How is ZTA related to information governance?
The connection between information governance and ZTA is based on the concept of
minimal or least privileged access. Least privileged access meaning the restriction of
resources to those needing access and granting only the minimum privileges to those
needing to perform required tasks.

To make this ZTA approach a reality, organizations need to know what data they process
DQG PDLQWDLQ DW WKH 40H HPDLO DQG GDWDEDVH OHYHOV -
global network visibility and resources (i.e., people, process, technology) to handle data
LGHQWL4FDWLRQ FODVVL4FDWLRQ LQYHQWRU\ FUHDWLRQ DQ



The National Institute of Standards and Technology (NIST) published  NIST.SP.800-207, Zero
Trust Architecture (August 2020) which describes the following seven tenets of zero trust:

 All data sources and computing services are considered resources.
« All communication is secured regardless of network location.
e Access to individual enterprise resources is granted on a per-session basis.

» Access to resources is determined by dynamic policy—including the observable
state of client identity, application/service, and the requesting asset—and may
include other behavioral and environmental attributes.

» Enterprise monitoring and measuring of the integrity and security posture of all
owned and associated assets.

» Resource authentication and authorization dynamic and strictly enforced before
access is allowed.

» Enterprise collection of as much information as possible about the current state
of assets, network infrastructure, and communications and used to improve its
security posture.

These seven elements are essential for the achievement of a ZTA approach to security and
information governance.

Continuous Monitoring and Data Supervision

Information governance technology and techniques combined with IT security reporting
enable the ZTA requirement of robust monitoring and reporting systems that provide
actionable data about the current state of enterprise resources. Implementing a ZTA
should result in the establishment of a continuous diagnostics and mitigation (CDM)
system. For ZTA to operate, there is a need for a constant cycle of obtaining access,
scanning and assessing threats, adapting, and continually reevaluating trust in ongoing
communication. Organizations must know their data and who can and should have access
to critical and sensitive information at any given time. An enterprise implementing a ZTA
would be expected to have identity, credential, and access management (ICAM) and asset
management systems in place. When looking at the data lifecycle, organizations can limit
the amount of data subject to these restrictions by eliminating redundant, outdated, or trivial
data from the network. This practice of data minimization via a defensible data disposition
program can truly narrow down the attack surface requiring data protection measures.
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$Q HQWHUSULVH VKRXOG FROOHFW GDWD DERXW DVVHW VHFXU
requests, process that data, and use any insight gained to improve policy creation and
enforcement. This data can also be used to provide context for access requests from subjects.

Similarly, NIST.SP.800-53r5 Security and Privacy Controls for Information Systems and
Organizations, September 2020, Updated 12/10/2Q states in Control CA-7 Continuous

Monitoring that organizations should develop a system-level continuous monitoring strategy

and implement continuous monitoring in accordance with the organization-level continuous

monitoring strategy. Continuous monitoring at the system level facilitates ongoing awareness

of the system security and privacy posture to support organizational risk management

decisions. The terms “continuous” and “ongoing” imply that organizations assess and

PRQLWRU WKHLU FRQWUROV DQG ULVNYV DW D IUHTXHQF\ VX]FLI
Having access to security and privacy information on a continuing basis through reports

DQG GDVKERDUGY JLYHV RUJDQL]|DWLRQDO R]FLDOV WKH DELOL
management decisions, including ongoing authorization decisions.

Implement Defensible Disposition
and Remediation

A defensible disposition program aims to organize or classify data and then eliminate data
as appropriate to reduce corporate risk, control legal and business costs, gain insight into,
and appropriately manage, business documentation. Defensible disposition also helps an
RUJDQL]DWLRQ FRQVLGHU GDWD H]JFLHQWO\ DV D EXVLQHVYV I
LGHQWL4HG DQG FXUUHQW SUHVHUYDWLRQ REOLJDWLRQV Zt
UHJXODWLRQV FRUSRUDWH VWDQGDUGV RU EXVLQHVV WHUPV
-PSOHPHQWLQJ DQ H*HFWLYH GHIHQVLEOH GLVSRVLWLRQ SURJL

» reduce both enterprise risk and litigation risk.
» reduce eDiscovery, investigation, cyber incident response, and storage IT costs.
* improve data protection.
* improve employee productivity.
» and improve response times and accuracy for regulatory and
compliance obligations.
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Developing and Implementing a Defensible
Data Disposition Framework

7KH 4UVW VWHS LQ HVWDEOLVKLQJ GHIHQVLEOH GDWD GLVSI
GH4QH D IUDPHZRUN 7R GR WKLV DQ RUJDQL]JDWLRQ V LQIR
committee should agree to the framework, taking into account the similar and competing

REOLJDWLRQV IURP GL*HUHQW OLQHV RI EXVLQHVV LQFOXGLQ.

* Records Management
e Legal

o IT

» IT Security

» Compliance

» Audit

» Tax

» Privacy

Frameworks are organized into process groups, processes, decision points, criteria, and
considerations related to processes and decision points.

Depending on the data source, the defensible data disposition plan will detail the
appropriate quality control procedures, approvals, and remediation execution steps with
strategic remediation recommendations based on prioritized risk listings, including:

* Integrating legal hold systems and policy with data lifecycle management and
GHYHORSLQJ SODQV IRU VXVSHQGLQJ WKH OLIHF\FOH IRU
to a legal or tax matter, etc.

» Developing a defensible deletion framework to delete redundant, obsolete,
or trivial data.

» Developing a system for anonymizing, quarantining, or redacting sensitive
or critical data.

» Performing tokenization, masking, de-identifying, or removing personally
LGHQWL4DEOH LQIRUPDWLRQ IURP V\VWHPV RI UHFRUG

» Migrating and/or archiving select information to the cloud or retaining
information in an archiving system based on business and legal requirements.

» Deciding and tracking the destruction of information at the end of its lifecycle.
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Once it has been determined that information should be in the Deletion/Sanitization

Z R U N 5RIZT SP 800-88 Rev. 1 Guidelines for Media Sanitizatiomust be considered.

+HUH EDVHG RQ WKH VHFXULW\ FDWHJRUL]DWLRQ RI WKH FRQ4G
on media, not the type of media, organizations can make a decision on what type of

sanitization is best for that use case, and then based on the media type, determine the

technique used for the sanitization. Information disposition and sanitization decisions

occur throughout the information system lifecycle.
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Types of Sanitization

Adapted from NIST Draft Special Publication 800-88
Rev 1: Guidelines for Media SanitizatipBection 2.5

7KH FDWHJRULHV RI VDQLWL]DWLRQ DUH GH4QHG DV IROORZV

» Clear: Applies logical techniques to sanitize data in all user-addressable storage
locations for protection against simple non-invasive data recovery techniques;
typically applied through the standard read and write commands to the storage
device, such as by rewriting with a new value or using a menu option to reset the
device to the factory state (where rewriting is not supported).

» Purge: Applies physical or logical techniques that render target data
recovery infeasible using state-of-the-art laboratory techniques.

» Destroy: Renders target data recovery infeasible using state-of-the-art
laboratory techniques and results in the subsequent inability to use the
media for storage of data.

Defensible Data Disposition Implementation
Technologies and Technigues

A variety of tools may assist in the implementation of the framework. Examples include:

e $XWR FODVVL#FDWIFROQQVVLAFDWLRQ WRROV DWWHPSW WR
to determine if it is a record and determine the type of record automatically.
&ODVVL4HG UHFRUGYV PD\ WKHQ EH DOLJQHG WR WKH UHW

Duplicate D Q D O Help¥ determine if information is duplicative.

Data PR QL W Rasls:QHklps determine the age of information, the last time
it was accessed, and the owner of the information.

6 D P S O &upgorts decision-making related to a population based on a sample
of the population.

Native DS S O L FDX\QLRQL R QH2 @i ability of an application to manage,
categorize, and move information through the framework.

$ U F KL ¥ar@tductured data, archiving may be a viable form of disposition.
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ERMS:Purpose-designed records management system capable of moving
records through the framework.

Data G H O H WHeR@thod of purging data and associated reference
attributes that will be completely erased and not available for future use.

Data SVHXGRQ\PLIDWHRPUWKRG RI VXEVWLWXWLQJ LGHQWLA4
D UDQGRPO\ JHQHUDWHG QXPEHU RU WRNHQ 7KLV PHWKR
identify data with additional information (such as a key). This method should

be considered when storing or using personal data that may later need to be

accessed in full for the functioning of required business use cases.

Data DQR Q\P L] DWedmRe@od for pseudonymization and anonymization is
RIWHQ VLPLODU WKH PDLQ GL*HUHQFH EHLQJ WKDW SVHX(
with the intention to retain the ability to re-identify individuals within the data
sets. Anonymization is irreversible; the original values are disposed of properly.
This should be used for personal values where there is no business need to
UHWDLQ WKH GDWD LQ D IXOO\ LGHQWL4DEOH IRUPDW

» Data P DV N L@hdracter masking is the change of the characters of data values.
Masking is typically partial and applied only to some characters in the attribute.
This is to be used when the data value is a string of characters and hiding part
of it is enough to provide the extent of anonymity required.

» Data WRNHQL]DnwrheR@Qd of replacing sensitive data with unique
LGHQWL4FDWLRQ V\PEROV RU DOJRULWKPLFDOO\ JHQHUDW
essential information about the data without compromising their security.

* (QFU\SWlcR®ography, encryption is the process of encoding information.
This process converts the original representation of the information, known as
plaintext, into an alternative form known as ciphertext. Ideally, only authorized
parties can decipher a ciphertext back to plaintext and access the original
information. Encryption does not itself prevent interference but denies the
intelligible content to a would-be interceptor.
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HaystackID Assists with Defensible Data
Disposition Program Development

+D\VWDFN-" ZLOO ZRUN ZLWK DQ RUJDQL]DWLRQ V -7 OHJDO |
compliance, and privacy teams to create or enhance a defensible, repeatable, auditable,

and traceable remediation program. HaystackID experts will assume responsibility for
GHYHORSLQJ D GDWD GLVSRVLWLRQ ZRUN5S5RZ IRU ERWK HOHF
and non-digital media, including paper documents. Our projects contain three phases:

3KDVH 2@Htion, planning, and interviews
Phase Two: Service delivery

Phase Three: Recommendations and strategic roadmap

During the initiation phase, HaystackID will introduce the project team and schedule work

sessions with clients and any other key resources to understand the current state of the
RUJDQL]DWLRQ V LQIRUPDWLRQ JRYHUQDQFH DQG RU GDWD SULY
will review existing processes and any supporting documentation and conduct interviews

ZLWK NH\ VWDNHKROGHUV %\ SDUWQHULQJ ZLWK +D\VWDFN-"
advice and any recommendations to enhance or improve current information governance

and data privacy programs.

HaystackID will also review and digest any relevant existing policies, documentation, audits,
or other artifacts (e.g., IT security policy, data privacy policy, org chart, network diagrams,
etc.), in preparation for remote assessments or onsite interviews of key stakeholders.

With key stakeholder guidance on repositories and organizational content, HaystackID can
develop the program and implement the technology. Data repositories are organized into
categories to facilitate the application of the defensible disposition framework. These
categories include structure by:

e Type (structured, unstructured, and semi-structured)
» Content (regulated/business records vs. non-records)

» Context (legal/tax/audit hold, orphaned, duplicative, managed, unmanaged,
migrating, decommissioning, etc.)
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&RPELQHG ZLWK +D\VWDFN-'"V SURSULHWDU\ ZRUN5RZV WKH -
responses yield the parameters for a defensible data disposition program. Note that

typically, several types of categorizations must be applied in order to process information

for disposition under the defensible disposition framework.

Implement a Cybersecurity Framework
Without Bolling the Ocean

A cybersecurity framework provides a common language and set of standards for security

OHDGHUV DFURVV FRXQWULHY DQG LQGXVWULHV WR XQGHUVW
SRVWXUHVY -W EHFRPHV PXFK HDVLHU WR GH4QH WKH SURFF
organization must take to assess, monitor, and mitigate cybersecurity risk with a framework

in place.

With NIST requirements as a backdrop, HaystackID has designed a solution to assist

organizations in developing and implementing controls to identify, classify, protect,

remediate, and manage data on an ongoing basis. These controls provide for critical and
HVVHQWLDO RSHUDWLRQVY DQG VXSSRUW DQ RUJDQL]DWLRQ V D
+D\VWDFN-'"V SURSULHWDU\ SURFHVVHYVY UHGXFH RYHUDOO H:
related to large-scale data management and protection.

HaystackID helps clients manage the growth of electronically stored information and meet

regulatory compliance demands. While the NIST guidelines can lead organizations in the

right direction, without implementation, even more vulnerabilities may be exposed.
+D\VWDFN-"V LQIRUPDWLRQ JRYHUQDQFH DQG GDWD SULYDF\ VR
processes, and frameworks outlined by NIST to better secure critical and sensitive

information across the enterprise regardless of volume, geography, or format. HaystackiD

R HUV DQ HQG WR HQG DSSURDFK WR WKH GHVLJQ LPSOHPHQ
aspects of an enterprise-wide information governance program, including:

e 'DWD FODVVL4FDWLRQ
» Data privacy

» Data protection

» Data breach prevention and response
» Records management

» Technology strategies

» Business process and program development
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HaystackliD can augment your team with our people, bringing decades of experience in
adjacent legal, privacy, and technology disciplines, enabling a measurable impact on:

e 2YHUDOO LQIRUPDWLRQ ULVN PDQDJHPHQW SUR40H

* Information governance program maturity

Records governance program maturity

» Data privacy program maturity

Legal hold and case management

&\EHU LQFLGHQW UHVSRQVH DQG GDWD EUHDFK QRWLA4FL
e -7 VHFXULW\ V DELOLW\ WR SURYLGH UHDVRQDEOH VHEFX
/HIDO FRPSOLDQFH DQG DXGLW V DELOLW\ WR RSHUDW

+D\VWDFN-'"V LQIRUPDWLRQ JRYHUQDQFH DQG GDWD SULYDF\
implementation or enhancement of required legal and operational controls, improve

ongoing data protection, provide continuous data supervision, and make reasonable

security for all critical and sensitive data attainable.



Learn More. Today.

Contact us today to learn more about our information governance capabilities and
how we can help assess, augment, accelerate, and support your cyber, data, and legal
discovery operations.

About HaystacklID™

+D\WWDFN-'"LV D VSHFLDOL]HG H'LVFRYHU\ VHUYLFHY 4UP WKDW KHOSV FRUSRUDWLRQ
learn from data when facing complex, data-intensive investigations and litigation. HaystacklD mobilizes industry-leading

F\EHU GLVFRYHU\ VHUYLFHV HQWHUSULVH PDQDJHG VROXWLRQV DQG OHJDO GLVFRYHU
OHDGLQJ FRUSRUDWLRQV DQG ODZ 4UPV LQ 1RUWK $PHULFD DQG (XURSH 6HUYLQJ C
an alternative cyber and legal services provider that combines expertise and technical excellence with a culture of white-

glove customer service. In addition to consistently being ranked by Chambers USA, the company was recently named a

worldwide leader in eDiscovery services by IDC MarketScape and a representative vendor in the 2021 Gartner Market

*XLGH IRU ( 'LVFRYHU\ 6ROXWLRQV )XUWKHU +D\WVWDFN-'" KDV DFKLHYHG 62& 7\SH -
RI VHFXULW\ DYDLODELOLW\ SURFHVVLQJ LQWHJULW\ FRQ4GHQWLDOLW\ DQG SULY

including programs and solutions for unique legal enterprise needs, go to HaystackID.com .
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